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(54) Abstract Title 

Encoding information on photons for quantum cryptography 

(57) An encoding method, decoding method and a communication method using single photons where 
information is directly encoded into each photon. In one embodiment at least two out of the three parameters 
of phase, polarisation, and energy are used to encode information. In another embodiment, three or more 
non-orthogonal states with respect to each parameter are used. A further embodiment is also described which 
uses selective grouping of the results in order to more clearly detect the presence of an eavesdropper. 
Apparatus capable of performing the methods are also provided. The method is especially applicable to 
quantum cryptography. 
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At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy. 
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M&C Folio: GBP82685 Document*: 576255 

Encoding. Decoding and Communication Method and Apparatus 

The present invention relates to encoding, decoding and communication methods and 
apparatus. More specifically, the present invention relates to such methods and 
apparatus for encoding, decoding and for communicating a key for use in quantum 
communication and cryptography. 

There is often a need to communicate a message in secret over a channel which can 
potentially be intercepted by an eavesdropper. Traditionally, such a problem has been 
addressed by encrypting or enciphering the message using a secret key. The most secure 
classical encryption schemes generally take one of two forms. The most secure of all is 
a one-time pad since it cannot be decrypted mathematically. The cipher text is 
independent of the plain text. In a typical example of the one-time pad, each letter of 
the message is randomly encoded as another letter independent of whether the letter has 
already been used. Such an encryption key is preferably only used once. The weak link 
in such a scheme is that the transmitter of the message must find some way of securely 
sending the key to the receiver. Previous methods have relied on the use of trusted 
couriers, but this is obviously not practical in many cases. Other high security methods, 
such as DES and public key encryption methods such as RSA rely on the difficulty of 
finding the key and decrypting the message for their security. In these methods the 
eavesdropper has to try all possible ways to decrypt the message - a process which is too 
time consuming (or expensive to do). Quantum computers will be able to find the keys 
much more quickly. In DES, the sender and receiver also share a secret key. Therefore 
DES also suffers from the problem of how to communicate the key securely. 

Quantum communication has gone a long way to addressing the problem of sending 
such a key. By encoding the key on a series of single photons, where each photon 
carries 1 bit of information encoded as quantum state of the photon e.g. polarisation, 
phase or energy/time of the photon, an eavesdropper cannot intercept the key without at 
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least partially changing the key. It is not possible to prevent an eavesdropper from 
obtaining the key, but he or she will be detected. 

At present, there are two main protocols for communicating the key using single 
photons, these are BB84 (Bennett et al. Proceedings of the IEEE International 
Conference on Computers, Systems and Signal Processing, Bangalore, India (IEEE, 
New York 1984)p 175) and B92 (Bennett, PhysRev. Lett, 68 3121 (1992)). 

In BB84, the bit state 0 or 1 is encoded onto a quantum state of the photon, each bit (1 
or 0) is doubly defined, this is done by using two bases each with 2 orthogonal states. 
One of the states in each basis codes for 0, the other codes for 1 . The two states in each 
basis are orthogonal. The two bases are not orthogonal, therefore the states from one 
basis are not orthogonal to the states in the other basis. For example, for polarisation 
encoding one basis may be defined by vertical and horizontal basis states and the other 
basis is defined by two polarisation basis states at 45° to these states, i.e. at 45° and 
135°, such that each polarisation state is orthogonal to the other state of the same basis. 

The polarisation of each photon transmitted from sender to receiver is chosen to be in 
one of the four basis states. The polarisation for each photon is randomly chosen by the 
sender. The receiver measures the polarisation of each photon randomly switching 
between measurement basis. 

When the receiver uses the same basis as that of the transmitter, the receiver should be 
able to measure the polarisation with a theoretical accuracy of 1 00%. However, since 
the states from the two bases are not orthogonal, and the overlap integral is a V 2 (if the 
bases are offset by 45°), if the receiver uses the wrong basis, he has only a 50% chance 
of correctly measuring the polarisation, and a 50% chance of getting the wrong answer. 

After the whole key has been sent, the receiver and transmitter will then communicate 
with one another over a classical (unjammable) channel. The receiver then tells the 
sender which measurement basis he used. The sender then tells the receiver which 
results to keep. The results from any photon measured using an incorrect basis are then 
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discarded. This means that, typically, the results from half of the measured photons will 
be discarded. 

Generally, the transmitter is referred to as Alice, the receiver as Bob and an 
eavesdropper as Eve. 

Eve listening into the signal could intercept some or all of the photons. Like Bob, she 
will not know which basis to use to measure the signals, so she may also randomly 
switch her measuring bases and will, on average, select the correct basis half of the time. 
If she intercepts a photon to make a measurement of its state, e.g. its polarisation, then 
she will destroy the photon. Therefore, to cover her tracks, she generates another 
photon with the polarisation and the basis in which she has just measured. 

Thus, since on average, she will also be using the incorrect basis half the time, and 
therefore getting the wrong answer for the bit state a quarter of the time. Thus, she will 
send onto Bob photons in the polarisation in the wrong basis half the time, i.e. half the 
photons she transmits will be polarised in the wrong basis. This will result in errors for 
Bob. Assuming that she has intercepted all of the photons, she will have read half of 
them using the wrong basis and only stands a 50% chance of getting this half of the key 
correct. Thus, although Bob knows, after communicating with Alice, which 
measurements be made in the correct basis, one quarter of the results he keeps, and 
hence a quarter of the key will be wrong. This error can be checked for if Alice and Bob 
compare a part of the key. 

B92 will also be described using polarisation. However, phase of the photon can also be 
used here as well. In B92, each photon is sent having one of two distinct, non- 
orthogonal polarisation states where each state is a basis state from a pair of bases which 
are not orthogonal to one another. The receiver measures each of the transmitted 
photons randomly switching between one of two operators. The first of these two 
operators will annihilate the second of the two distinct non-orthogonal polarisation 
states. In other words, the first operator measures in the same basis as the second state. 
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The second of the operators will annihilate the first of the polarisation states, as it is 
configured to measure in the same basis as the first polarisation state. 

For example, if the state is a vertically polarised state then the second operator is a 
measurement of a horizontally polarised state. If the second state is oriented at 45° to 
the first state, then the first operator is a measurement of the state orthogonal to the 
second state, at 135°. 

The transmitter and receiver then communicate and they discard the results where a 
positive result was not obtained. A positive result will only be obtained when the 
incorrect measuring basis was used. The choice of basis used to measure the 
polarisation is not disclosed in any of the communications. The code is established by 
assigning a '0* bit to one basis and a T bit to the other basis. As for BB84, an 
eavesdropper will need to determine the polarisation of the intercepted photons and re- 
send these to the receiver. There will be an error in the polarisation of the photons 
generated by Eve and this will again manifest itself as an error in the key established by 
Bob. 

Although the above description has concentrated on the use of polarisation, it is also 
possible to use orthogonal phase states to encode the key. 

The transmitted photons need to have a fixed polarisation, phase or energy, this can be 
done by generating the photons with a predetermined polarisation or by using an 
entangled polarisation state technique, where the transmitter measures one photon of a 
pair of polarisation entangled or phase entangled or polarisation and phase entangled 
photons. Measuring the polarisation and/or phase of one of the entangled photons fixes 
the polarisation and/or phase of the other photon on route to the receiver. The 
generation of entangled photon pairs are described in Tittel et al, Phys. Rev. Letter 84, 
4737 (2000). 

In both BB84 and B92, if N photons are transmitted, then the results from N/2 photons 
will have to be discarded as these will have been measured using the wrong basis. 
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Statistically about N/4 of the established key will be wrong if there is an eavesdropper 
eavesdropping every bit, in which case, the eavesdropper knows 50% of the key exactly, 
statistically the eavesdropper will know 75% of the key correctly. 

The present invention attempts to improve the known protocols, by increasing the data 
rate of the key, and/or by increasing the error which Eve introduces when she intercepts 
the key and/or reducing the amount of the key which Eve can determine. 

In a first aspect, the present invention provides a method of encoding information on a 
single photon, the method comprising the step of setting at least two parameters of the 
photon such that information is encoded onto the photon using the at least two 
parameters. 

As previously mentioned the primary use of the method is for sending a key, the 
information encoded on the photon may be information which aids encryption of the key 
and/or the key itself 

Parameters can be quantum or classical. The parameters of polarisation phase and 
energy can be defined as quantum or classical parameters. Whether a parameter is used 
classically or as a quantum parameter is determined by how it is defined. 

To define a parameter as a quantum parameter, at least two non-orthogonal bases with at 
least two orthogonal states per basis are used and the bit state is degenerately defined. 
Taking for example, the situation where there are two bases and two orthogonal states 
per basis, one state in each basis is assigned bit 0 state and the other in each basis is 
assigned bit 1 state. Thus, the states 0 and 1 are defined twice (once in each basis). The 
bases are non-orthogonal. Thus, the measurement basis must be chosen carefully in 
order to get the correct answer. 
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Polarisation and phase as quantum parameters have already been discussed. 
Energy/time can also be defined as a quantum parameter as described in S.N. Molotkov, 
arXiv. quant-ph/981 1 038 (1 998) and Tittel et al, Phys. Rev. Letter 84, 4737 (2000). 

To define energy as a quantum parameter, one basis consists of two distinguishable 
energy levels and the second basis is formed from linear combinations of the two 
distinguishable energy levels or colours. The states in this second bases are time 
dependent, the states in the first bases are time independent. The first basis is generally 
referred to as the energy basis and the second basis as the time bases. To measure the 
states, either a time measurement or an energy measurement is performed. 

To define parameters as classical parameters, a degenerate definition of the states is not 
used. Instead one basis comprising of n orthogonal (or, strictly distinguishable) states. 
Thus, only one measurement basis is used to distinguish the states. Energy can be used 
as a classical parameter. The photon can have one of a plurality of different colours 
which can be distinguished. To avoid confusion, colour or wavelength will be used to 
refer to energy when it is used as a classical parameter and energy/time will be used to 
refer to energy as a quantum parameter. * 

Polarisation and phase can also be used as classical parameters. For example, when 
using polarisation as a classical parameter, only one basis will be used e.g., VH, by both 
the sender and the receiver. As a classical parameter can be accurately determined, the 
classical parameter cannot be used to determine the presence of an eavesdropper. 

To summarise, to define a parameter as a quantum parameter, the state of the photon 
with respect to that parameter is chosen from m states in n non-orthogonal bases, where 
m is an integer of at least 2 and n is an integer of at least 1 , to define a parameter as a 
classical parameter, the state of the photon with respect to that parameter is chosen from 
n orthogonal states in one basis. 



One of the parameters, preferably a quantum parameter is chosen from polarisation, 
phase or energy/time. In order to accurately measure a state defined by a quantum 
parameter, the basis of the states must be known. If an incorrect measurement basis is 
used, then there is a high probability of obtaining the wrong answer. The probability is 
related to the overlap integrals of the incorrect measurement basis with the correct 
measurement basis. 

When phase is used, it needs to be defined as a relative phase. Phase encoding is 
achieved using an interferometer where a phase shift is introduced on one arm of the 
interferometer. The polarisation of a photon refers to the direction of its electric field 
vector, linear or circular polarisations may be used. 

This quantum parameter may be used in accordance with the BB84 protocol wherein 
this parameter is set such that the photon occupies one of the four states \j/ a , vj/b, <j> a and 
<|)b, the four states forming two basis y and <J> such that: 



wherein each of the indices i j can be a or p. 

Preferably, the basis is randomly chosen and the desired state within the chosen basis is 
determined in a random manner. 

In the BB84 protocol, the bases preferably have the relation: 



Although other overlap values are possible. 

Alternatively, a quantum parameter may be used in accordance with the B92 protocol, 
where the parameter is set such that the photon occupies one of two distinct non- 
orthogonal states |Uo> and |u!>, wherein there exists operators P 0 = l-|ui><ui| and Pi = 
l-|uo><Uo| such that P 0 annihilates |uj> and yields a positive result with probability 1- 
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|<Uo|uj>| 2 >0 when applied to |uo> and P] annihilates |iio> and yields a positive result with 
a probability of 1 -^Uilu^j^O when applied to Uj. 

Further quantum parameters may also be chosen from the phase or the polarisation or 
energy/time (depending on which one was chosen for the first parameter). 

Second or third quantum parameters may also be used in accordance with either the 
BB84 protocol such that the photon also occupies one of the four states 6 a , 0b> Xa and 
Xb, the four states forming two basis 0 and % such that 

(e.^)=(x,M=8,, 

wherein each of the indices i j can be a or p. 

Alternatively, the second or third parameter may be chosen on accordance with the B92 
protocol such that the photon also occupies one of two distinct non-orthogonal states 
|wo> and |w!>, wherein there exists operators R<> = 1-|W]><W]| and Ri = l-|wo><w 0 | such 
that Ro annihilates |wj> and yields a positive result with probability l-|<w 0 |wi>| 2 >0 
when applied to |Wq> and Ri annihilates |Wo> and yields a positive result with a 
probability of 1 -|<wi (w^l^O when applied to wj . 

Using two quantum parameters to encode quantum information onto each photon allows 
a particularly secure way of transmitting information using single photons. Each photon 
will carry two quantum bits or 'qubits' of information. If both the phase and the 
polarisation are encoded using BB84, only results where the correct basis was used to 
measure both the phase and the polarisation is used should be kept. 

This means that a quarter of the results from the measured photons will be retained. 
However this also means that, at most, the eavesdropper will also only use the correct 
bases for a quarter of the key. Also, even if the eavesdropper intercepts all of the 
photons, the error in Bob's results measured in the correct basis i.e. in the key will be 
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greater than that when the photon only carries on qubit of information. Hence, Eve is 
easier to detect. 

The first and second quantum parameters can both be encoded using BB84. However, 
one or both of the parameters could also be encoded using B92 to achieve the same 
advantageous effect. 

Three quantum parameters, i.e. phase, polarisation and energy/time or any combination 
of two of these parameters could be used to encode information on a single photon. 

It is also possible to use a classical parameter as the second parameter bit For example, 
the wavelength or colour of the photon. The wavelength of the photon can be chosen 
from one or two or more predefined states. For example, in the simplest scenario, the 
photon could be encoded to have either the colour red or blue, where red codes for 0 and 
blue for 1 . 

In this example, with 2 colours, this technique allows 2 bits of information to be 
encoded onto each photon, one quantum bit or 'qubit* which is encoded using a quantum 
parameter and one classical bit which is encoded using the colour (wavelength). 

It is possible to measure the wavelength of the photon using a dispersion element, such 
as a diffraction grating and single photon detector or a ^-sensitive single photon counter 
such as an STJ or a superconducting bolometer. As Eve can accurately determine the 
colour without affecting the result of Bob's colour measurement, the additional 
information carried by the classical bit does not improve the security of the 
transmission, but it does improve the bit rate carried by the photons as N photons now 
carry 2N bits for photons which are red or blue only, in this example. 

The wavelength of the photon could be set to have one of p different values (colours). 
The only restriction on the upper limit of p is set by the number of colours which can be 
distinguished by the detector or detectors/grating combination. 
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In order to encode M classical bits of information, M possible distinguishable colours 
are required. If M bits are used, then the key length is (M+ 1) times the number of 
photons retained after Alice and Bob have discarded incorrect measurements. Thus, the 
transmission rate is (M+l) times faster. 

Although the above has described colour as a classical parameter, phase and/or 
polarisation could also be defined as classical parameters. It is also possible to use two 
quantum parameters and one classical, or two classical parameters and one quantum 
parameter, or three classical parameters. 

The above described encoding methods also have complementary decoding methods. 
Therefore, in a second aspect, the present invention provides a decoding method for 
decoding information from a single photon, the method comprising the step of 
measuring at least two parameters of the photon. 

The prefen-ed features of the decoding methods are complementary to those of the above 
described preferred features of the encoding method, 

The above encoding and decoding methods are primarily intended for use in a 
communication method. Therefore, in a third aspect, the present invention provides a 
communication method for communicating information between a first site and a 
second site using a stream of single photons, the method comprising the steps of: 

a) encoding information at the first site on each photon of the stream of 
photons using at least two parameters, wherein at least one of the parameters is defined 
as a quantum parameter chosen such that the photon occupies one basis state with 
respect to that parameter, wherein the basis state is chosen from n bases which are non- 
orthogonal to one another and where n is an integer of at least two; 

b) measuring the at least two parameters of the photons received at the 
second site wherein the quantum parameters are measured using a randomly chosen 
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measurement basis from n non-orthogonal measurement bases, wherein each basis 
corresponds to a basis of step (a); and 

c) communicating between the first and second sites to establish which 
photons were measured using the correct basis. 

The above method can be used for both BB84 and B92. In BB84, the basis state used to 
encode the photon is chosen from 2 bases with a choice of two states in each bases. In 
B92, the basis state used to encode the photon is chosen from 2 bases and only one state 
per basis can be chosen. In both BB84 and B92 Alice and Bob communicate to 
establish which photons were measured using the correct basis. In BB84, Bob tells 
Alice which bases he used and Alice tells Bob which results to keep, in B92 Bob tells 
Alice when he measured a photon or when he had a non-zero results. Thus, he is telling 
Alice which photons he measured using the wrong basis. 

The photons can be encoded at the first site and sent to the second site, or an entangled 
photon pair method could be used. 

The methods of the first to third aspects of the present invention also lend themselves to 
apparatus configured to perform them. 

Therefore, in a fourth aspect, the present invention provides an encoding apparatus for 
encoding information on a photon, the apparatus comprising encoding means for 
variably setting at least two parameters such that information can be encoded onto the 
photon using the at least two parameters. 

The encoding means may comprise a polarisation rotator configured to rotate the plane 
of polarisation of a photon to one of a set of predetermined orientations and/or a phase 
modulator, configured to shift the phase of the photon by a phase shift chosen from a set 
of predetermined phase shifts and/or a photon generator capable of emitting a photon 
having one of at least two predetermined energy states. The source may be capable of 
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just emitting photons having different colours or also be able to emit linear 
combinations of energy states such that energy/time can be used as a parameter. 

A random number generator may be coupled to the polarisation rotator, phase modulator 
or photon generator to ensure that the encoding is random. 

In a fifth aspect, the present invention provides a decoding apparatus for decoding 
information encoded on a single photon, the apparatus comprising measuring means for 
measuring at least two parameters of a photon. 

The measuring means may comprise means to measure the polarisation of the photon 
such as a polariser and means to measure the phase such as an interferometer. The 
measurement basis is switchable as previously described. The decoder preferably 
comprises means to randomly switch the measurement basis. 

In a sixth aspect, the present invention provides a communication apparatus comprising 
an encoding apparatus located at a first site for encoding information on a photon, the 
apparatus comprising encoding means for variably setting at least two parameters such 
that information can be encoded onto the photon using the at least two parameters; 

a decoding apparatus for decoding information encoded on a single photon, the 
apparatus comprising: 

measuring means for measuring the at least two parameters of a photon, located 
at a second site; 

a link configured to carry single photons to and from the first and second sites; 
a classical link between the first and second sites configured to carry classical 
information between the two sites. 

The classical link is preferably unjammable. 

The photons may be encoded and sent from the first site to the second site. 
Alternatively, the photons may be generated as entangled photon pairs such that 
measuring the state of one photon of a pair serves to fix the state of the other photon of 
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the pair (by collapsing its wavefunction), the apparatus being configured such that the 
first site receives one of the pair and the second site receives the other of the pair. The 
entangled state can be generated at first or second site or a third site remote from the 
first and second sites. 

Previously, the method an eavesdropper might use to obtain knowledge about the key 
has been discussed where the eavesdropper has been trying to intercept the key by 
measuring every photon, and doing the same kind of measurements as Bob i.e. randomly 
selecting between measurement basis. 

However, sometimes, the eavesdropper can be clever and make what is known as an 
"intermediate basis measurement". For example, when considering polarisation using 
BB84, the eavesdropper conventionally measures using one of two basis separated by an 
angle of 45°, exactly the bases that Alice uses to send, and Bob uses to measure. Using 
this method, Eve has a probability of learning 50% of key exactly, 75% statistically (i.e. 
correct bits) of the key. However, if she fixes her basis to an intermediate basis which is 
interposed at an angle equidistant between the two bases chosen by Bob and Eve, Eve 
can potentially learn 85% of the key statistically i.e. approximately 85% of the key has 
the correct bits, whilst still causing an error of only 25% in the established key. 

To address this problem, in a seventh aspect, the present invention provides a method of 
encoding information on a photon, the method comprising the step of setting a 
parameter of the photon defined as a quantum parameter such that the photon can 
occupy a basis state chosen from at least three non-orthogonal bases with respect to that 
parameter. 

The quantum parameters of polarisation, phase or energy/time may be used. More than 
one parameter can be set according to the above method. 

Preferably, each state of the at least three non-orthogonal states are one state of pairs of 
states \|/ a , ye such that: 
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wherein each the indices i j can be a or p. 

For example, where the parameter is polarisation of the photon, the polarisation state of 
the photon can be chosen from one of three basis, each basis having two orthogonal 
states, wherein each basis is offset by 30° from its nearest basis. Generally, if m non- 
orthogonal bases are used, each basis will be offset at 90°/m from its neighbouring 
bases. 

Where the parameter is phase, the phase of the photon can be chosen from three basis 
states, wherein the first basis comprises two states having a phase of 0° and 1 80°, the 
second first basis comprises two states having a phase of 60° and 240° and the third 
basis comprises two states having a phase of 120° and 300°. Generally, if m non- 
orthogonal bases are used, each basis will be offset at 1 80°/m from its neighbouring 
bases. 

A further parameter chosen from the polarisation or phase of the photon (depending on 
the parameter already chosen) may also be set such that the photon occupies 
one of at least three non-orthogonal states with respect to this second parameter. 

In addition to setting the polarisation and/or phase in accordance with the above, further 
information may also be encoded on the photon using the wavelength of the photon as 
previously described. 

Any combination of classical and quantum parameters can be used. 

In an eighth aspect, the present invention provides a decoding method for decoding 
information from a single photon, the method comprising the step of measuring at least 
one parameter defined as a quantum parameter by selecting one measurement basis from 
a choice of at least three bases which are non-orthogonal to one another. 
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In a ninth aspect the present invention provides a communication method for 
communicating information between a first site and a second site using a stream of 
single photons, the method comprising the steps of: 

a) encoding information at the first site on the photons by selectively setting 
a parameter of each photon defined as a quantum parameter such that the photon 
occupies one basis state with respect to that parameter, wherein the basis state is chosen 
from n non-orthogonal bases and n is an integer of at least three; 

b) measuring the photons received at the second site wherein the quantum 
parameter is measured using a randomly chosen measurement basis from n non- 
orthogonal measurement bases, wherein each basis corresponds to a basis of step (a); 
and 

c) communicating between the first and second sites to establish for which 
photons the correct type of measurement was used. 

The above may be achieved by sending photons from the first site to the second site or 
vice versa. However, it is also possible to use entangled photon pairs to encode 
information onto the photons. 

In a tenth aspect, the present invention provides an encoding apparatus for encoding 
information on a photon comprising: 

encoding means configured to variably set a parameter defined as a quantum 
parameter such that the photon occupies one of at least three non-orthogonal states with 
respect to the chosen parameter. 

The encoding means may comprise a polarisation rotator configured to rotate the plane 
of polarisation of a photon to one of a set of at least three non-orthogonal predetermined 
orientations and/or a phase modulator, configured to shift the phase of the photon by a 
phase shift chosen from a set of predeteimined phase shifts. The apparatus may further 
comprise a random number generator such that the polarisation and/or phase of the 
photons is chosen on an at least partially random criterion. 
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The encoding means may also comprise a photon generator capable of emitting a photon 
having one of at least two predetermined or random wavelengths. The encoding means 
may also comprise means to emit a photon having one of at least two pre-determined 
wavelengths and means to emit a linear time dependent combination of these energy 
levels corresponding to the two wavelengths. 

In an eleventh aspect, the present invention provides a decoding apparatus for decoding 
apparatus for decoding information encoded on a single photon, wherein information is 
encoded onto the single photon by setting one parameter defined as a quantum 
parameter such that the photon occupies a basis state chosen from one of n non- 
orthogonal basis with respect to this parameter, where n is an integer of at least three, 
the apparatus comprising decoding means configured to measure the photons using a 
randomly chosen measuring bases from n basis which correspond to the bases used to 
encode the photon. 

The decoding means may comprise means to measure the polarisation of the photon 
such as a polariser or polarising beam splitter and/or means to measure the phase of the 
photon such as an interferometer, or a means to measure the colour of the photon such 
as a dispersive element, colour sensitive, photon counter, etc. 

In a twelfth aspect, the present invention provides a communication apparatus 
comprising: 

an encoding apparatus located at a first site comprising encoding means 
configured to variably set a parameter defined as a quantum parameter such that the 
photon occupies a basis state chosen from one of n non-orthogonal basis with respect to 
this parameter, where n is an integer of at least three; 

a decoding apparatus located at a second site comprising decoding means 
configured to measure the photons using a randomly chosen measuring bases from n 
basis which correspond to the bases used to encode the photon, 
means configured to carry single photons; and 
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a classical link between the first and second sites configured to carry information 
between the two sites. 

The classical link is preferably unjammable. 

The photons may be encoded and sent from the first site to the second site. 
Alternatively, the first site may be used to encode information on one photon state of an 
entangled photon pair, the other photon state being received at the second site. 

In the sixth to twelfth aspects of the invention, the parameter which is defined as a 
quantum parameter may be chosen from polarisation, phase or time/energy. Two or 
even three quantum parameters may be used. The above method and apparatus may 
also be used where classical parameters) in addition to quantum parameters) are used. 

In all of the above methods and those of the prior art, it is not possible to prevent Eve 
from eavesdropping. Instead, the security of the method relies on the fact that Eve can 
be detected. 

In a thirteenth aspect, the present invention provides a communication method for 
communicating information between a first site and a second site using a stream of 
single photons, the method comprising the steps of: encoding information at the first site 
on the photons by selectively setting a parameter defined as a quantum parameter of 
each photon such that each photon occupies one basis state with respect to that 
parameter, wherein the basis state is chosen from n non-orthogonal bases and n is an 
integer of at least two; 

b) measuring the photons received at the second site wherein the quantum 
parameter is measured using a randomly chosen measurement basis from n non- 
orthogonal measurement bases, wherein each basis corresponds to a basis of step (a); . 

c) grouping the measured photons into groups of m photons; 
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d) communicating between the first and second sites to establish for which 
groups of photons the correct type of measurement was used for all photons in the 
group; 

e) discarding the results from groups of photons which were not all 
correctly measured in step (b); and 

f) comparing both the type of measurement and the results of the 
measurement for all photons in at least one of the groups of photons. 

If information is encoded onto the photons using a protocol which is roughly based on 
that of BB84, then Alice and Bob communicate after Bob has received the photons to 
see which measurements were made by Bob using the correct basis. If Bob used an 
incorrect basis, then Alice cannot be sure that Bob obtained the correct bit state for the 
photon. Thus, these results are discarded. 

In order to check for the presence of Eve, Alice and Bob then compare a part of the key. 
If Eve has intercepted and re-sent any of the photons, Bob's result could be wrong, even 
though he has used the correct basis, if he is using a BB84 type protocol. Thus, Alice 
and Bob compare both the measurement made and the results for part of the key. 

Alternatively, information may be encoded using a protocol similar to that of B92 or the 
B92 protocol itself. Here, Bob communicates which photons he measured to Alice. 
This is the same as establishing which photons were measured using the correct basis as 
in B92 only measurements which were made using an incorrect basis will be non-zero. 
The Key itself is established from the basis used. Thus, Alice and Bob need to compare 
the results obtained in order to check for Eve. 

In the method of the thirteenth aspect of the present invention Alice and Bob do not 
simply establish a key from single photons, they establish a key from groups of photons. 
All photons in the group must be measured in the correct basis for the group to be kept 
otherwise it is discarded. They group together the results from single photons into 
groups of photons. The group is kept if all m are measured in the correct basis, 
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otherwise it is discarded. They will only keep the established key if there is no error in 
the groups they use for error testing. 

The value of M does not have to be constant along the stream of photons. 

M can be established before or after the stream of photons has been sent to Bob. It is 
preferable to establish M after the stream of photons has been sent to Bob as this will 
prevent Eve from developing some clever strategy in order to mask her presence. 

The quantum parameter may be chosen from polarisation, phase or energy/time. 

The method of the thirteenth aspect of the present invention can be used in accordance 
with any of the above methods or apparatus where at least two parameters are used to 
encode information on a photon or more than three non-orthogonal states are used. 

The present invention will now be described in more detail with reference to the 
following preferred non-limiting embodiments in which: 

Figure 1 is a schematic demonstrating the known problem of quantum communication 
from Alice to Bob with eavesdropper Eve; 

Figure 2 is a schematic showing a series of steps used to establish the key in the BB84 
protocol; 

Figure 3 is a schematic showing a series of steps used to establish the key in the B92 
protocol; 

Figure 4 is a schematic of a known apparatus used to encode and decode phase 
information on a single photon; 



20 

Figure 5 shows a variation on the apparatus of Figure .4 using the known method of 
polarisation entangled photon pairs to establish a key; 

Figure 6 shows the apparatus of figure 5 in more detail; 

Figure 7 shows a variation on the apparatus of Figure 4 using the known method of 
phase entangled photon pairs to establish a key; 

Figure 8 is a schematic showing a series of steps used to establish a key in accordance 
with an embodiment of the present invention; 

Figure 9 is a schematic showing a variation on the communication method described 
with reference to Figure 8; 

Figure 10 shows an apparatus which can be used to encode and decode phase and colour 
information used in accordance with the method described with reference to Figures 6 or 
7; 

Figure 1 1 shows a variation on the apparatus of figure 1 0 using a phase entangled 
photon source, to establish a key using both phase and colour, 

Figure 1 2 shows as variation on the apparatus of figure 11; 

Figure 13 shows a variation on the apparatus of figure 10 using an entangled photon 
source, to establish a key using both polarisation and colour; 

Figure 14 shows a variation on the apparatus of figure 13; 

Figure 15 schematically demonstrates possible measurements which can be made by 
Eve and Bob when using a method in accordance with a further embodiment of the 
present invention; 
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Figure 1 6 shows an apparatus which can be used to establish a key in accordance with 
the embodiment described with reference to Figure 15; 

Figure 17 shows a variation on the apparatus of Figure 16; 

Figure 1 8 shows a variation on the apparatus of Figure 16; 

Figure 19 shows a variation on the apparatus of Figure 16; 

Figure 20 schematically demonstrates the known use of an intermediate basis for 
eavesdropping in the BB84 protocol; 

Figure 21 is a schematic of three polarisation bases which can be used for 
communication in accordance with a further embodiment of the present invention; 

Figure 22a is a schematic demonstrating how an eavesdropper could use two 
intermediate bases to try and intercept a message sent using the bases illustrated in 
Figure 2 1 and Figure 22b is a schematic showing how an eavesdropper could use a 
single intermediate basis to try to gain information about a key sent using the three bases 
ofFigure21;and 

Figure 23 show schematically how photons or the results of measurements of photons 
may be grouped in order to emphasise the presence of an eavesdropper in accordance 
with a further embodiment of the present invention. 

Figure 1 shows character Alice who is trying to send a message to Bob without 
eavesdropper Eve intercepting the message. Alice and Bob can communicate with each 
other by quantum communication channel e.g. an optical fibre 1 which can transmit 
single photons and classical unjammable communication channel such as a standard 
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radio channel e.g. radio 4, newspapers etc. 3. Eve has apparatus which allows her to 
intercept a message on either of these two channels. 

Alice first wants to send Bob a key. The key will later be used to encrypt and/or decrypt 
messages sent between Alice and Bob using any channel, e.g. phone, Internet, optical 
fibre, email, anything. 

Alice and Bob agree that Alice should send a key encoded on single photons to Bob 
using quantum communication channel 1 . Alice and Bo b also agree that Alice will 
polarise the photon to have one of four polarisation states. Figure 2, step (a) shows the 
states which Alice and Bob intend to use. Alice uses two non-orthogonal bases \|/ and <(>, 
basis set <|> is rotated through some angle from basis set vy, this angle is conventionally 
45°. However, other angles could be used providing that the bases are not oriented by 
90° or an integer multiple of 90 from one another. There are two orthogonal states a 
and B per basis. In this particular example, a will be used to code for bit 0 and 6 will be 
used to code for bit 1 . 

In step (b) Alice sends the photons to Bob using the quantum channel. The basis set, i.e. 
\\f or <|>, is chosen randomly. Also, whether it is the a or B state of the \\f or <j> basis is also 
chosen randomly. 

In step (c), Bob measures the polarisation of the photons randomly varying his 
measuring basis between \|/ or <J>. 

If Bob chooses the correct basis, then he can distinguish state a from state B with a 
theoretical accuracy of 1 00%. Errors can occur due to noise. However, if Bob uses the 
wrong basis, he will get the correct answer with a probability of a half, and the incorrect 
answer with a probability of a half for the case when there is an angle of 45° between 
the two basis. 
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In step (d), Bob communicates with Alice on the classical channel and tells her which 
basis he used to measure each of the photons. However, he does not tell Alice his 
results. Bob also tells Alice which photons he received as some of the photons sent by 
Alice will not reach Bob. The problem of 'missing' photons is generally addressed by 
sending the stream of photons with a predetermined period between each photon. Thus, 
Bob knows when he should receive a photon so he can tell if a photon has been lost. 

Alice then tells Bob over the non-secure classical channel 3 which results to keep (step 
(e)). Bob should only keep the results which were measured in the correct basis. 

Bob's results measured in the incorrect basis are discarded and a key is established from 
the kept results. 

Assuming that n photons were transmitted from Alice to Bob, approximately n / 2 photons 
(or the results from those photons) are discarded, and n/2 kept. 

Now that Bob and Alice agree on the key, they must check to see if Eve has 
eavesdropped the key. 

Eve could intercept every photon sent by Alice, measure the state of the photon and then 
copy her result onto Bob to maximise her knowledge of the key. Prior to measurement, 
Eve would only know the two bases, vj/ and fy 9 which are to be used . Therefore, like 
Bob, she could randomly change the basis of her polarisation measurements, or she 
would fix her measurement basis throughout, or she could switch between bases \j/ with 
a probability of p and <J> with a probability of 1-p. Eve can choose her tactic according to 
what Bob and Alice are doing. 

If Eve uses basis vj/ 50% of the time and basis <|> 50% of the time, then, like Bob, she 
would expect to get the basis right 50% of the time for fixed basis/random switching. 
Therefore, the key which Eve transmits to Bob will have an error rate of approximately 
50% in basis, as Eve will only measure half the key using the correct basis. If she 
measures the key in the wrong basis, and copies her result on to Bob, and he makes 
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measurement in correct basis, he has approximately a 50:50 chance of correct answer. 
Thus, by eavesdropping in this way Eve introduces errors at a rate of approximately 
25% into established key. 

In order for Bob and Alice to check for Eve's presence, they need to compare a part of 
their established or agreed key i.e. after they have discarded approximately 50%. If 
there are errors which are greater than the noise error rate in the quantum channel 1 
(Figure 1) in their key, then Alice and Bob know that Eve has intercepted the key. Thus, 
they must repeat the procedure preferably using a different quantum channel. 

The above procedure is commonly called the BB84 protocol. 

Figure 3 demonstrates the main steps of another procedure which Alice and Bob can use 
to transmit the quantum key. This procedure is commonly called the B92 protocol. 

Alice and Bob agree that Alice will send the key to Bob over quantum communication 
channel 1 using one of two non-orthogonal states y and 5 as shown schematically in step 

(a) . In this example, y will be 0 and 5 is used to indicate 1 . 

Alice sends the key to Bob in step (b). Bob receives the stream of 8 photons sent in step 

(b) and measures them using either an operator P y or P$ . If P y is used to measure 
polarisation state 8 then a zero result will be achieved and no photon count will be 
measured by Bob's detector. When P 5 is used to measure state y then a zero result is 
achieved and again, no photon count is measured by Bob's detector. Non- zero results 
(and hence a count in Bob's detector) are only achieved when P y is used to measure state 
y and Ps is used to measure state 5. 

To clarify, y is one basis state in an orthogonal basis. P s is a measurement of the state in 
that basis which is orthogonal to y. For example, if y is thought of as being a 
horizontally polarised state, then operator P 5 measures the corresponding vertically 
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polarised slate of that basis. State 6 and operator P y have the same relationship as y and 
P«- 

Therefore, Bob will achieve the results shown in step d of Figure 2. Please note that a 
zero result (i.e. no detector count) has been shown as zero and non-zero results are 
shown as 1 . If Bob has a positive result, i.e. he detects a photon, then he knows which 
state has been sent, and which basis was used. Bob's detector will also not register a 
count when a photon has been lost on route from the sender. 

In step e, Bob tells Alice when his detector registered a count (i.e. when Bob had a 
positive result). Bob wants Alice to keep all of the positive results and to throw away 
the results where he had no count on his detector. Using P Y as zero and Ps as 1 , it can be 
seen in point (e) that Alice and Bob's key agrees. 

The error calculations for this protocol and the influence of Eve is the same as that 
described with reference to the description of BB84 above. 

Both BB84 and B92 have been described using the polarisation of the photons. 
However, it is also possible to use energy or phase. 

Energy eigen states of the photons can be used to code bit 0 or bit 1 onto the photon. In 
BB84, a first basis can be formed from two orthogonal eigen states and a second basis 
can be formed from two orthogonal state which are both linear combinations 
(superposed states) from the first basis. The second basis therefore has states which are 
not eigen states, they are time dependent states. Thus, in the same manner as described 
for polarisation, Alice can randomly vary the basis to code bits onto the photons and 
Bob must measure using the correct basis to ensure that he has correctly measured the 
bit coded on the photon. 

Figure 4 shows an apparatus for transmitting the key on a stream of single photons from 
Alice to Bob where phase is used to code bits on the photons. 
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Alice is the transmitter of the signal. She transmits the signal to Bob along optical fibre 
link 1 . Alices transmitter has pulsed laser diode 5 which emits pulses of radiation into 
attenuator 7. Attenuator 7 strongly attenuates the beam such that there is less than 1 
photon in each pulse. Alternatively, a dedicated single photon source could be used 
such as that described in unpublished UK application number 9927690.9, J. Kim et al in 
Nature 397 500 (1999) and Foden et al. Phys. Rev. A. 62 01 1 803 (R) (2000). 

The strongly attenuated pulsed beam is then fed into interferometer 8. In interferometer 
8, fibre optic beam splitter 9 splits the optical path into two, a first lower short path 
which includes phase modulator 1 1 and a second upper long path which includes delay 
loop 1 3. The two optical paths are then combined by beam coupler 1 5. 

Phase modulator 1 1 is connected to a random number generator (not shown). In this 
example, which uses the BB84 protocol, the random number generator will randomly 
choose the phase to be one of 0°, 90°* 180° and 270°. 

The signal from beam combiner 15 is sent down fibre optic cable 17 towards Bob's 
receiver. The time delay introduced by delay loop 13 is chosen such that the signal from 
different optical paths can be distinguished at Bob's receiver. 

The receiver comprises an interferometer 20 which is substantially identical to 
interferometer 8 on Alice's transmitter. On entering the receiver, fibre optic beam 
splitter 19 splits the optical path into two, a first lower shorter path which includes 
phase modulator 21 and a second upper longer path which includes delay loop 23. 

Phase modulator 21 is again connected to a random number generator which chooses 
the phase shift to be 0° or 90°, i.e. it randomly changes the measuring basis. 

The first and second optical paths of the receiver are then combined by fibre optic beam 
coupler 25. Three signals arrive at the beam coupler 25 for each pulse emitted from the 
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pulsed diode laser as the photon follows one of four paths and two of the paths have the 
same path length. There will be a signal due to transmission along an optical path 
which encompasses phase modulator 1 1 in the transmitter and phase modulator 21 in the 
receiver, a path which encompass one delay loop (either 13 or 23) and one phase 
modulator (either 11 or 21) and a path which includes both delay loops 13 and 23. 

Only the signal which arises from optical paths which have passed once through a delay 
loop (either 13 or 23) and once through a phase modulator (either 11 or 21) are of 
interest as these two paths interfere. Beam coupler/splitter 25 is configured to direct the 
photon down branch 26a if the phase of the photon constructively interferes with itself 
and to direct the signal down path 26b if the phase of the photon destructively interferes 
with itself. 

A photon sent down branch 26a will be detected by single photon detector 27a and a 
photon sent down branch 26b will be detected by single photon detector 27b. 

The single photon detector could be a photomultiplier tube, single photon avalanche 
photo-diode or a detector of the type described in unpublished UK patent application 
number 0018751.8. 

If Alice codes the photon using one of orthogonal basis states 0° or 180°, and Bob's 
phase modulator introduces a phase shift of 0°, then Bob can determine the phase shift 
added by Alice with a 1 00% theoretical accuracy, as detector 27a will register a count if 
Alice's phase shift is zero and detector 27b will register a count if Alice's phase shift 
was 1 80°. However, if Bob uses a phase shift of 9Q°, then there is a 50% chance that 
the photon will register a count at detector 27a and a 50% chance that the photon will 
register a count at detector 27b. 

Thus, in the way that the polarisation encoding was performed using two polarisation 
bases differing by 45° from each other, and the receiver comparing with the transmitter 
to check that the measurement has been performed in the right basis, the analogous 
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situation can be seen here where results measured Where the sender and receiver had a 
90° phase shift can be discarded. The apparatus of Figure 4 can also be used to code 
photons in accordance with the B92 protocol. 

Figure 5 shows a known type of apparatus for quantum communication. Here, 
polarisation-entangled two-photon states are generated. In this example, a polarisation 
entangled two-photon state is generated. Using the notation of Figure 2, the entangled 
state could take the form: ■ 

Where A represents Alice's photon and B represents Bob's photon. 

The entangled state is formed using diode pump laser 3 1 and non-linear material 33 
which is configured to perform parametric-down conversion. Parametric down 
conversion of a single photon produces two photons of equal energy with anti-correlated 
(opposite) polarisations. The two polarisation entangled photons are emitted from non- 
linear material in different directions, because the photons have different k vectors. One 
photon 37 down optic fibre 39 towards Alice and the other single photon 41 down optic 
fibre 43 towards Bob. 

In this case, both Alice and Bob have receivers. The photon 37 which is received by 
Alice, first passes through polarising beam splitter 45. A polariser could also be used. 
The polarising beam splitter sends the photon down path 47a to detector 49a if an a 
state is measured and the photon travels down path 47b to detector 49b if the p state of 
polarisation is determined by the polarising beam splitter. 

Bob's receiver is identical to Alice's, photons received by Bob are first passed through 
polarising beam splitter 5 1 . The polarising beam splitter sends the photon down path 
53a to detector 55a if an a state is measured and the photon travels down path 53b to 
detector 55b if the p state of polarisation is determined by the polarising beam splitter. 
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The polarisation measurement which Alice makes will collapse the wave function of 
Bob's photon state such that Alice's measurements are anti-correlated with Bob f s 
measurement can code bits onto the photons if they measure in the basis. For example, 
if Alice makes a measurement in they basis, and measure the a state \y i.e. \|/ a , then the 
wavefunction of Bob's photon state collapses to i|/p. If he measures in the y basis he 
gets the correct answer, if he measures in the <j> basis, he will have approximately a 50% 
of obtaining the correct answer. As previously described, Alice and Bob check that they 
used the same basis for the measurements and discard incorrect basis results if they are 
using the BB84 protocol. Using B92, Bob will tell Alice when he measured photons 
and the key can be established as described with reference to figure 3. 

By performing her measurement, Alice (assuming she measures first) sets the 
polarisation of Bob's photon 41. If Bob measures using the wrong basis, i.e. the § basis, 
then he will only have a 50% chance of correctly identifying the a or (J state in the same 
manner as described with reference to Figure 2 for BB84 and Figure 3 for B92. 

The effect of Eve will be exactly the same as described with respect to Figure 2 where 
Eve is thought of as intercepting photons sent from Alice to Bob. In the entangled 
photon situation, Eve has to intercept one of the polarisation entangled photons, either 
the one sent to Alice or the one sent to Bob. Once she measure one of these photons, 
she will collapse the wavefunction of the other photon hence setting its polarisation 
state. In order to cover her tracks, she will have to generate a photon in place of the one 
she has destroyed by measurement. However, she cannot generate an entangled photon 
state, instead, she must generate a photon having the same polarisation state as the 
photon she measured. 

Without the presence of Eve, if Alice is encoding the photons by measuring their 
polarisation, then Alice knows to 100% accuracy what Bob should measure. Bob, using 
BB84 or B92, will have a 75% chance of correctly obtaining the bit-state of the photon 
and a 50% chance of choosing the correct polarisation basis for the photon. However, if 



30 

Eve intercepts the photon, she collapses the wave function, fixes Bob and Alice's states. 
If she measures in the wrong basis, she introduces an error into their result with a 
probability of approximately 50%. This larger error allows the presence of Eve to be 
detected by comparing a part of the key in the same way as described with reference to 
Figure 2. 

Figure 6 shows the apparatus of Figure 5 in more detail. To avoid unnecessary 
repetition, the same reference numerals will be used to denote like features. As 
explained with reference to Figure 5, two entangled photons 37, 41 having opposite 
polarisations are generated. One is sent to Alice via fibre optic cable 39 and one is sent 
to Bob via fibre optic cable 43. It should be noted that photons 37, 41 could be sent 
through free space to Alice and Bob. 

Alice's receiver comprises an electro-optic modulator 57 which is capable of switching 
the measurement axis of Alice's receiver between 0° and 45°. Thus, this electro-optic 
modulator sets the basis. The electro-optic modulator is connected to random number 
generator 59 which randomly switches the basis between 0 and 45°. The random 
number generator is linked to computer 61 which keeps a record of which basis Alice 
used. A clock input is provided by clock 63 into computer 61 in order to correlate the 
photons received at Alice's receiver and Bob's receiver. Both Alice and Bob should 
receive the photons at the same time. However, there is always a chance that a photon 
may be lost. 

Once the photon is passed through electro-optic modulator 57, it is passed into 
polarising beam splitter 65. Polarising beam splitter acts in the same way as the 
polarising beam splitter described with relation to Figure 5. If an a polarisation state is 
measured, the photon is fed down fibre optic cable 67a to detector 69a and if a p 
polarisation state is measured, the photon is fed down fibre optic cable 67b to detector 
69b. 
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The outputs from both detectors 69a, 69b are fed into computer 61 in order to save the 
results. Then each result can be correlated with the basis applied by the electro-optic 
modulator 57. 

Bob's apparatus is identical to Alice's and comprises an electro-optic modulator 57 
which is capable of switching the measurement basis of Bob's receiver between 0° and 
45° in the manner described with reference to Alice's receiver. The electro-optic 
modulator is connected to random number generator 73 and which is in turn linked to 
computer 75 which keeps a record of which basis Bob used. A clock input is provided 
by clock 77 which is synchronised via cable 78 with Alice's clock 63 in order to 
correlate the photons received at Alice's receiver and Bob's receiver. 

Once the photon is passed through electro-optic modulator 71, it is passed into 
polarising beam splitter 79. If an a polarisation state is measured, the photon is fed 
down fibre optic cable 81a to detector 83a and if a p polarisation state is measured, the 
photon is fed down fibre optic cable 81b to detector 83b. 

The outputs from both detectors 83a, 83b are fed into computer 75 in order to save the 
results. Then each result can be correlated with the basis applied by the electro-optic 
modulator 71. 

Bob and Alice compare their results in exactly the same way as described with reference 
to Figures 2 and 5. However, Alice and Bob have complementary results. If Alice 
measures 01 1 000, then Bob has 1 001 1 1 . Therefore, one of them has to invert their 
results in order to obtain the same key. 

The apparatus of Figure 7 is configured for phase-entangled or energy-time entangled 
photons as described in Tittel et al. Phys. Rev. Lett 84 4737 (2000). In the same manner 
as described with reference to Figures 5 and 6, laser 85 emits a single photon pulse 87, 
The single photon then encounters interferometer arrangement 89. The upper short path 
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91 of interferometer arrangement 89 passes through phase modulator 93. Phase 
modulator 93 randomly selected phase shift. 

The lower long path 95 of interferometer 89 passes through delay loop 97. The lower 
path 91 is longer than the upper path. The photon emerging from the interferometer 89 
is then passed into non-linear optical material 97 for parametric down conversion to 
produce an entangled photon pair 99, 101. One photon 99 is sent to Alice and the other 
101 sent to Bob. 

Alice and Bob's receivers are identical. Considering Alice's receiver, on entering the 
receiver, one photon 99 enters Alice's interferometer 105. The upper short path 107 of 
the interferometer 105 passes through phase modulator 109 which is connected to a 
random number generator (not shown). This phase modulator 109 will also randomly 
apply a phase shift to the upper short path 1 07. 

The lower path 1 1 1 is longer than the upper path 1 07 by the same amount that the longer 
path 95 is longer than the upper path 91 of the interferometer 89 in the entangled photon 
source. 

The upper 107 and lower 1 1 1 paths are then combined at beam coupler 113. The beam 
coupler is configured such that if the phase of the photon destructively interferes, it will 
be directed along exit path 1 15a into detector 1 17a, and the phases constructively 
interfere, then it will be directed along exit path 1 15b into detector 1 17b. 

Bob's receiver is identical to that of Alices. Photon 101 enters interferometer 1 19 
which has an upper path 121 which passes through phase modulator 123 (which can 
introduce a randomly selected phase shift) or a lower path 125 which is longer than the 
upper path. The paths are combined at beam coupler 127 which directs the photon 
along exit path 129a into detector 1 31a if the phase of the photon destructively interferes 
and along exit path 129b into detector 131b if the phase of the photon constructively 
interferes. 
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Figure 7b shows typical results which can be measured by Alice or Bob. For each 
photon pulse emitter by laser 85, one of three possible signals can be obtained. Taking 
the signals which Alice obtains as an example, the first signal in time will be a signal 
from the path which follows the short path (s) 91 of interferometer 89 and the short path 
(s) 1 07 of interferometer 105. The second peak in time is dues to signals which have 
followed the long path (1) 95 through interferometer 89 and the short path (s) 107 
through interferometer 105 or the short path (s) 91 through interferometer 89 and the 
long path (I) 1 1 1 through interferometer 105. The third and final signal in time is due to 
signals which have passes through the long path (/) 95 of interferometer 89 and the long 
path (I) 11 1 of interferometer 105. 

The first and third peaks are termed 'satellite peaks' whereas the second peak will be 
referred to as the central peak. Both the satellite peaks and the central peak can be used 
for the key. Once Alice and Bob have measured all of the photons, they must 
communicate over a public channel to declare whether they measured a satellite peak or 
a central peak for each photon. 

Considering the central peaks first. If Alice measures a central peak then she knows that 
Bob has measured a central peak. 

Alice performs her phase measurement, by adding a phase shift using phase modulator 
109 to the signal which passes through the upper short path 107 of modulator 105. 
Alice f s phase modulator adds a randomly selected phase shift. By making this 
measurement, she collapses the wavefunction of Bob's photon 101 such that its phase is 
set. 

Bob measures his photon by passing it through interferometer 1 19. Bob randomly 
switches his measuring basis by changing the phase added by phase modulator 123 
randomly between the allowed phase settings. 
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If the difference in the phase shift added by Alice 1 phase modulator 109 and Bob ! s phase 
modulator 123 is 0°, then the phase of Alice's photon will constructively interfere and 
the phase of Bob's photon will constructively interfere. Therefore, Alice's detector 1 17b 
and Bob's detector 131b will both register a count. 

If the difference in the phase shift added by Alice' phase modulator 1 09 and Bob's phase 
modulator 123 is 180°, then Alice's photon will destructively interfere with itself and 
Bob's photon will destructively interfere with itself. Therefore, Alice's detector 1 17a 
and Bob's detector 131a will both register a count. 

In order to determine the key, Alice needs to contact Bob to tell him which phases she 
used and then Bob tells Alice which results to keep. Alternatively, Bob could contact 
Alice first. The key is then derived in the same manner as described with reference to 
any of Figures 2 to 4. 

If the three phases are chosen such that Alice and Bob both have the same detector 
clicking, then results are kept exactly like BB84. The details of the above method are 
given in Tittel et al. Phys. Rev. Lett 84 4737 (2000). 

The other method is to measure the satellite peaks using 'time basis'. If Alice measures 
the first peak, she collapses Bob's wavefunction such that he can only measure the first 
peak. Similarly, if she measures the third peak, she collapses Bob's wavefunction such 
that he can only measure the third peak. Therefore, Alice knows that her measurements 
correspond with Bob's, 

Alice and Bob can switch between using time measurements (i.e. the satellite peaks) and 
energy (the central peaks). 

In the description which accompanies Figures 1 to 7, each photon carries just one bit of 
infoimation i.e. a 0 or 1 . This is known as one qubit (quantum bit) of information. 
When Alice communicates a message to Bob using any of the above techniques, Bob 
must throw away approximately half of the received message. 
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Figure 8 is a schematic which is used to demonstrate a method in accordance with a 
further embodiment of the present invention. 

In this embodiment, each photon carries an additional bit or bits of classical information 
in addition to the quantum bit or qubit of information. 

Initially, this embodiment will be described with reference to figure 8 using a protocol 
similar to that of BB84. As for BB84, two polarisation basis are agreed by Alice and 
Bob beforehand. These are shown in Figure 8a. In addition to these polarisation states, 
Alice and Bob also agree to send photons having different colours (wavelengths ). In 
this simplified example, in addition to having a polarisation state as shown in Figure 8, 
each photon will either be sent as a blue photon or a red photon. In the same manner as 
described with reference to figure 2, Alice sends photons to Bob using the quantum 
channel. In addition to randomly varying the basis, the colour of the photons will also 
be randomly varied, an "R M indicates a red photon and a "B" indicates a blue photon. 

As described in relation to Figure 2, Bob then randomly chooses different polarisation 
basis to measure the received photons and measures the colour as well. Alice and Bob 
then communicate over the classical channel in order to work out which results need to 
6e discarded and the key is established. They compare measurement basis for qubit only 
;as the colour is classical information. However, here, each photon retained contains two 
bits of information, the qubit derived from the polarisation and the classical bit derived 
by measuring whether or not the photon is red or blue. 

Eve has the same effect on the measurements as she does for standard BB84. Eve 
cannot simply measure the quantum or the classical information as performing the 
measurement will destroy the single photon.. Therefore, to obtain maximum 
information Eve must measure both the colour and the quantum state of the photon at 
the same time. The measurement of colour is classical and hence, Eve can determine 
the colour with a theoretical accuracy of 1 00%. 
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Thus, Eve introduces errors onto the quantum part of the key at the same rate as for 
BB84 and only this part of the key is therefore used for testing for eavesdropping. 
However, this example allows the data rate between Alice and Bob to be increased, 
along with the final key length. 

There is no need to use just two colours. Any number of distinct colours can be used 
providing that Bob has equipment which can resolve the different colours. 

For example, m bits of classical information can be encoded. For this, 2 m 
distinguishable colours are required. 

Figure 9 shows the example of Figure 8 using B92 coding. 

As described with reference to Figure 3, Alice can choose to send the information using 
a photon having one of states y or 8. She then sends a stream of photons where each 
photon randomly has the polarisation state y or 8 and also randomly has colour 
information, in this example it is either red or blue, encoded onto the photon. 

Bob then uses operators P y and Pg described with reference to Figure 3 and measures 
(step (c)) the colour in order to obtain the results as shown in step (d). 

Bob then tells Alice which results were positive and they discard all zero results as 
shown in step (e). 

As Bob has also measured the colour of each photon, then each photon carries two bits, 
one qubit and one classical bit of information. 

As explained with reference to the example of Figure 8, it is possible to encode m+ 1 bits 
of information on each photon where there is one qubit and m classical bits of 
information. In order to encode m classical bits, 2 ro possible distinguishable colours are 
required. 
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The effect of Eve on the communication is the same as that described with reference to 
Figure 8. 

Figure 1 0 shows an apparatus which can be used for the communication method and 
encoding methods described with reference to Figures 8 and 9. The apparatus is largely 
based on the prior art apparatus of Figure 4. Therefore, to avoid unnecessary repetition, 
like reference numerals have been used to denote like features. Figure 4 uses the signal 
from a pulsed laser diode. In Figure 10 photons having different colours are generated 
by source .71 • Source 71 is a wavelength tuneable laser diode which is capable of 
emitting photons having at least two different colours. The source also comprising 
means for switching the output from the source to select a particular colour of photon. 
Alternatively, the source could comprise a plurality of fixed wavelength laser diodes or 
the like each being configured to emit light of a different wavelength wherein the source 
being able to switch between the outputs of the laser diodes in order to select the desired 
photon colour. 

In the same manner as the apparatus described with reference to Figure 4, the output 
from laser 71 is attenuated using attenuator 7 to have less than on a photon per pulse and 
then passes through Alice's interferometer 8. The signal is then transmitted along cable 
17 to Bob's receiver. 

Inside the receiver, there is an interferometer 20 which is identical to that described with 
reference to Figure 4. In the same manner as described with reference to Figure 4, if the 
phase of the photon constructively interferes it exits the interferometer through path 26a 
and if it destructively interferes it exits the interferometer through path 26b. 

A photon exiting through path 26a is focused using lenses 151a, 153a onto diffraction 
grating 155a. Diffraction grating 155a will diffract photons of varying wavelengths 
through different angles. The output of diffraction grating 155a is then focused using 
lens 1 57a onto single photon array detector 1 59a. 
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Photon array detector 159a comprises an array of single photon detectors. Which 
photon detector in the array detects a single photon will depend on the position of the 
single photon beam focused by lens 1 57a. The position of single photon beam focused 
by lens 1 57a is dependent on the wavelength or colour of the photons due to the action 
of diffraction grating 1 55a. 

When a photon exits the interferometer through path 26b it is focused using lenses 151b, 
153b onto diffraction grating 155b. Diffraction grating 155b will diffract photons of 
varying wavelengths through different angles. The output of diffraction grating 155b is 
then focused using lens 1 57b onto single photon array detector 159b. It is also possible 
to use "multi-dimensional" photon detectors i.e. single detectors which measure arrival 
of signal and its colour. 

Figures 1 1 and 12 show further variations on the apparatus which can be used to encode 
photons with both a quantum bit and at least one classical bit. 

In Figure 1 1 uses phase entangled photons to establish the* key. Alice and Bob both 
have receivers which are identical to the receiver described with reference to Figure 10. 
In Figure 1 1 like reference numerals are used to denote like features. The entangled 
photon source comprises a source 161 which is capable of emitting single photons 
having one of at two randomly selected wavelengths. Of course, the source could be 
configured to generate three or more different wavelengths. The output from source 161 
is then fed onto interferometer 163 which is identical to interferometer 89 of Figure 7. 

The upper long path 1 65 of interferometer 1 63 passes through a delay loop. The lower 
short path 167 of interferometer arrangement 163 passes through phase modulator 169. 
Phase modulator 93 randomly switched between adding a phase shift of 0°, 90°, 180°, or 
270°. The upper path 1 65 is longer than the lower path 1 67. The paths are combined at 
beam combiner 171. 
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The beam splitter/combiner 171 send the photon down a path either towards first non- 
linear material 173 or towards second non-linear martial 175. The beam coupler is 
capable of directing photons having a first wavelength into first non-linear optical 
material 173 and photons having a second wavelength into second non-linear optical 
material 175. Two non-linear optical materials will probably be required as some non- 
linear optical materials can only perform parametric down conversion in response to 
irradiation by selected input frequencies. Hence, it may not be possible to have a single 
non-linear optical material which could parametrically down convert the photons of 
both wavelengths emitted by source 161. 

The source can generate a phase entangled photon pair using either of the two non-linear 
materials 173, 175 and hence can generate a phase entangled photon pair having one 
from a choice of two different colours. 

The photons of a photon pair outputted from the first non-linear material 173 are 
directed in different directions and one is collected by fibre optic cable 174a and the 
other by fibre optic cable 1 74b. Mirrors or other free space optics could also be used to 
direct the outputted photons to Alice and Bob. The photons of a photon pair emitted 
from second non-linear material 1 75 are also directed in different directions by virtue of 
their different k values. One of the photons will be collected by fibre optic cable 1 76a 
and the other by fibre optic cable 176b. Fibre optic cables 174a and 176b are coupled to 
form fibre optic cable 1 83 which directs photons to Alice. Fibre optic cables 174b and 
176b are coupled to form fibre optic cable 185 which directs photons to Bob. 

Alice and Bob can determine the quantum bit of each photon using interferometers 20. 
The method of establishing the key using phase entangled photon pairs has been 
described in detail with reference to figure 7. In the same way as described with 
reference to figure 7, a photon will exit interferometer through either path 26a (if it 
destructively interferes with itself) or 26b if it constructively interferes with itself. 
Instead of passing straight into a detector, the photon is reflected off diffraction grating 
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1 55a, b in the same manner as described with reference to figure 10 so that its colour 
can be determined. 

In the above apparatus, Alice and Bob cannot control the colour of the photons. 
However, Alice knows that Bob's photon will be the same colour as hers if the non- 
linear materials 1 73 and 1 75 are each configured to emit photon pairs having the same 
wavelength. However, parametric down conversion can result in the generator of 
entangled photon pairs having differing wavelengths. However, in this situation, Alice 
and Bob on measuring the wavelength of their photon would know the wavelength of 
the other photon. 

Figure 12 shows a further variation on the apparatus of Figure 1 1 . Alice's and Bob's 
receivers remain identical to those described with reference to figure 1 1 and a 
description of them or their function will not be repeated. 

Source 1 89 is configured to emit phase entangled photon pairs having one of two 
different colours. The source comprises a random number generator 191 which 
randomly chooses between activating a first laser source 1 93 or a second laser source 
195. The first and second laser sources are configured to generate photons having 
different colours. 

Assuming that the random number generator 191 activates the first source 193, the 
output of the sources is then fed into interferometer 197 which is identical to 
interferometer 89 of Figure 7. 

The upper long path 1 99 of interferometer 1 97 passes through a delay loop. The lower 
short path 201 of interferometer arrangement 1 89 passes through phase modulator 203. 
Phase modulator 203 randomly switched between adding a phase shift of 0°, 90°, 1 80°, 
or 270°. The upper path 1 99 is longer than the lower path 201. Due to the wave-like 
nature of the photon, it essentially passes through both paths 199, 201 at the same time. 
The paths are combined at beam coupler 205. 
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TTie output from coupler 205 is then fed into first non-linear material 206. Non-linear 
materia! 206 will produce a phase entangled photon pair. 

If the second laser 1 95 is activated, a single photon enters interferometer 207. The upper 
long path 209 of interferometer 207 passes through a delay loop. The lower short path 
21 1 of interferometer an-angement 207 passes through phase modulator 213. Phase 
modulator 213 randomly switched between adding a phase shift of 0°, 90°, 1 80°, or 
270°. The upper path 209 is longer than the lower path 211. The paths are combined at 
beam coupler 215. 

The output from coupler 215 is then fed into second non-linear material 217. Non- 
linear material 2 1 7 will produce a phase entangled photon pair. 

First non-linear material 206 emits the photons of a photon pair in different directions. 
One of these photons is collected by optical fibre 208a and the other by optical fibre 
208b. The photons of a photon pair emitted by non-linear material 2 1 7 are also emitted 
in different directions and one is collected by optical fibre 21 8a and the other by optical 
fibre 21 8b. Optical fibres 208a and 21 8a are coupled to form optical fibre 1 83 which 
directs photons to Alice. Optical fibres 208b and 21 8b are coupled into optical fibre 
1 85 which directs photons to Bob. It should be noted that only one non-linear material 
206, 217 will emit photons at any one time. 

The quantum bit and classical bits are then decoded in the same manner as described 
with reference to figure 1 1 . 

Figures 13 and 14 show apparatus which uses a polarisation entangled photon source to 
encode photons using polarisation as a quantum parameter and colour as a classical 
parameter. 
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The entangled photon pair is generated using source 221. The source comprises a 
random number generator 223 which randomly selects one of a first laser 225 or a 
second laser 227. The first laser 225 is configured to emit single photons having a 
different wavelength to those of the second laser 227. 

The first laser 225 is configured to emit single photons into non-linear material 229. 
Non-linear material 229 performs parametric down-conversion on the photon emitted by 
laser 225 to generate a polarisation entangled photon pair. 

The second laser 227, when activated, emits single photons into second non-linear 
material 231 which parametrically down converts a photon into a polarisation entangled 
photon pair. 

One photon from the photon pair emitted by first non-linear material 229 is collected by 
fibre optic cable 230a, while the other photon is collected by fibre optic cable 230b. 
One of the photons of the photon pair emitted by second non-linear material 231 is 
collected by fibre optic cable 232a, the other photon of the photon pair is collected by 
fibre optic cable 232b. Fibre optic cables 230a and 232a are coupled into fibre 235 
which directs photons to Alice. Fibre optic cables 230b and 232b are coupled into fibre 
optic cable 237 which directs photons to Bob's receiver. 

It should be noted that only one of the first and second non-linear materials will generate 
a photon pair at any one time. Also, the first and second non-linear materials will output 
photons having different colours as lasers 225, 227 emit photons of different colours. 
One photon is directed to Alice's receiver along fibre optic cable 235 and the other to 
Bob's receiver along fibre optic cable 237. 

Alice measures the polarisation of her photon using polarising beam splitter 239. Alice 
randomly switches between measuring using one of two different basis as described in 
detail with reference to figures 5 and 6. Alice's measurement collapses Bob's photon's 
wavefiincticn. 
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Alice's photon then exits the polarising beam splitter 239 either through path 26a or 26b. 
The colour of the photon is then determined using diffraction gratings 155a, 155b as 
described with reference to figure 10. 

The photon enter Bob's receiver via cable 237 and is passed through polarising beam 
splitter 241 . Bob can chose to measure the polarisation of his photon using two 
different basis as explained in detail with reference to figures 5 and 6. The photon exits 
the polarising beam splitter either through path 26a or 26b. The colour of the photon is 
determined using a diffraction grating as described with reference to figure 10. 

Figure 14 shows a variation on the apparatus of figure 13. Alice's and Bob's receivers 
are identical to those described with relation to figure 13 and a description of their 
structure of function will not be repeated here. Like reference numerals are used to 
denote like features. 

The difference between the apparatus of figures 13 and 14 lies in the source of the 
polarisation entangled pairs. The source 221 of figure 13 uses two lasers where one 
laser outputs photons having one colour and the other laser outputs photons having a 
different colour. In figure 14, source 243 can use a single laser source which can output 
photons having different wavelengths. The sources of Figures 13 and 14 both use two 
types of non-linear materials in order to accommodate the two different-coloured 
photons which are emitted by the laser or lasers. 

Source 243 comprises a laser diode 245 which is configured to generate single photons 
having one of two wavelengths. The laser randomly switches between the two 
wavelengths. A photon emitted from diode 245 then enters beam splitter 247. Beam 
splitter 247 is configured to direct photons having a first wavelength into a first non- 
linear material 249 and photons having a second wavelength into second non-linear 
material 251. 



The first non-linear material 249 will generate a polarisation entangled photon pair 
having a different colour to that of the polarisation entangled photon pair generated by 
the second non-linear material 251 , the incident photon for both materials having the 
different wavelengths. 

One of the photons of the photon pair generated by the first non-linear material 249 is 
collected by optical fibre 250a, the other photon is collected by optical fibre 250b. One 
of the photons emitted from second non-linear material 251 is collected by fibre 252a, 
the other photon is collected by fibre 252b. Fibres 250a and 252a are coupled into fibre 
235 which directs photons to Alice's receiver and fibres 250b and 252b are coupled into 
fibre 237 which directs photons into Bob's receiver. 

In accordance with a further embodiment of the present invention, a method of encoding 
information and a communication method is provided which will be explained with 
reference to figure 15. 

In this example, two quantum bits (qubits) of information are encoded on each photon. 
Initially, this will be described with reference to the BB84 system; However, it will 
later be described with reference to the B92 system and a hybrid of both systems. 

In this example, Alice and Bob decide to use two different polarisation bases y and <|>. 
The basis have an angle of 45° between themselves. Each basis has two orthogonal 
states a and fl. They also decide on two phase bases, 0 and %. State 9 has two 
orthogonal states a and B and basis x has two orthogonal states a and B. Polarisation 
and phase commute, therefore a measurement of one does not disrupt the other and both 
properties can be measured. The bases obey the following relationships: 



•{v>,)=(^)=6,,=(e ( .^.) = ( x< |x > ) 
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In the example shown in Figure 1 5, Alice sends a photon to Bob which is encoded to 
carry two qubits, one via polarisation \|/ a (chosen from i(/ a , \|/p, <j> a and <j>p) and one via 
phase 6 a (chosen from G a 8p, Xa and xp ). Bob needs to get both bases right, but there 
are four possible combinations of basis which Bob can randomly select. Thus, only a 
quarter of Bob's results will be measured using the right basis. 

Figure 15 illustrates the situation where Eve has intercepted the signal. Like Bob, Eve 
has a 25% chance of choosing the correct basis. In the situation shown in Figure 15a, 
Eve has chosen the same basis for both polarisation and phase as that of Alice. 
Therefore, she has correctly identified both qubits and transmits the photon on to Bob. 
Bob has a 25% chance of making the correct measurement. If he does, he can determine 
the result with a theoretical accuracy of 1 00%. 

In the case shown in Figure 1 5b, Eve chooses the correct basis to measure the 
polarisation. However, she uses an incorrect basis to measure the phase. Therefore, 
there is only a 50% chance that Eve will transmit the phase information correctly. If 
Bob uses the correct basis to measure the photon qubits, there is a 50% chance that his 
result will be wrong. By correct basis, we mean the basis which agrees with that used 
by Alice. 

In step c, it is shown that Eve uses an incorrect basis for measuring the polarisation but a 
correct basis for measuring the phase. Again, as in the situation of Figure 15b, Eve only 
stands a 50% chance of correctly transmitting both the polarisation and phase of the 
measured photon. Thus, even if Bob uses the correct basis, he only has a 50% chance of 
identifying both qubits correctly. 
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In case 15d, Eve uses the wrong basis to measure both the polarisation and the phase. 
Therefore, Eve only stands a 25% chance of coirectly transmitting a photon with the 
correct polarisation and phase. Thus, even if Bob uses the correct basis, he will only 
stand a 25% chance of correctly identifying both qubits. 

The probability that Bob gets both bits correct i.e. that the bi-bit is correct is 

V 4 x (I+V2+V2+V4) = 9/ i6- The probability that there is an error in the bi-bit is 7 A 6 . 

Only 7 4 results can be used to create the key and 43.75% of these results will be 
incorrect if an eavesdropper intercepts every photon. Thus, the presence of an 
eavesdropper should be very easily detected on comparing only a small part of the key. 

Further, Eve can only now know only 25% of the key exactly. Thus, this system easily 
shows the presence of an eavesdropper and also minimises the amount of information 
which an eavesdropper can obtain. 

The above example has been described as a variation of the protocol of BB84. 
However, it would also be possible to use the underlying principles of the B92 protocol 
to achieve the same result. Also, a mixture where one parameter is encoded using BB84 
and the other using B92 could also be used. 

The B92 protocol has been described previously with reference to Figure 3. To avoid 
unnecessary repetition, details will not be repeated here. 

It is also possible to extend the above idea to encoding three bits of information per 
photon. A photon has three degrees of freedom polarisation, phase and energy. 

Figure 16 shows an example of an apparatus which can be used to perform the method 
of encoding and communication described with reference to Figure 15. 

Alice's transmitter is very similar to that described with reference to Figure 4. 
Therefore, to avoid unnecessary repetition, like reference numerals will be used to 
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denote like features. Alice's transmitter has a single photon source 255 which may be a 
pulsed laser diode 5 with attenuator 7 as shown in Figure 4 or a dedicated single photon 
source which outputs photons. The output photons are fed into polarisation rotator 257. 
The polarisation rotator 257 sets the polarisation from one of four possible states which 
form two basis for BB84 or one of two basis, where only one state can be selected from 
each basis for B92. The photon with the desired polarisation is then enters 
interferometer 8 which is identical both in structure and function to interferometer 8 of 
figure 4. To avoid unnecessary repetition, like reference numerals have been used to 
denote like features. 

The photon is then sent down fibre optic cable 17 to Bob's receiver. On entering the 
receiver, the polarisation of the photon is rotated using polarisation rotator 259. 
Polarisation rotator 259 is used to set the polarisation measuring basis and will be 
randomly changed by Bob. In this particular example, the two basis are 45° apart and 
the polarisation rotator switches randomly between not rotating the polarisation and 
rotating the polarisation by 45°. The photon is then passed into polarising beam splitter 
261 which is capable of determining if a photon has one of two orthogonal polarisation 
states. If the photon has one of the polarisation state e.g. the photon is horizontally 
polarised, then the photon will exit the polarising beam splitter 261 by path 263 and if it 
has the orthogonal polarisation state then it will exit the polarising beam splitter along 
path 265. If the photon has a polarisation state which is 45° between the two states that 
the polarising beam splitter can measure then the photon has an equal probability of 
exiting the polarising beam splitter via path 263 or 265. 

A photon which exits beam splitter 261 along path 263 is then fed into interferometer 
267 which is identical to interferometer 20 of figure 4. To avoid unnecessary repetition, 
like reference numerals have been used to denote like features. If the phase of the 
photon destructively interferes with itself, then it is directed into detector 27a via path 
26a and if the phase of the photon constructively interferes then it is directed into 
detector 27b via path 26b. 
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If the photon exits the polarising beam splitter via path 265, it then enters interferometer 
269 which is identical to interferometer 20 of figure 4. To avoid unnecessary repetition, 
like reference numerals are used to denote like features. However, the reference 
numerals are denoted with a in order to distinguish them from interferometer 267. 
Interferometer 269 interferes the photon with itself in order to determine its phase. If 
the photon destructively interferes with itself, then it is directed into detector 27a' via 
path 26a' and if the photon constructively interferes with itself then it is directed into 
detector 27V via path 26b\ 

Thus, the polarisation and phase can be determined using the above receiver which has 
four detectors, 27a, 27b, 27a\ 27b\ 

Figure 17 shows a variation on the apparatus of Figure 16. The transmitter of Alice is 
identical to that described with reference to Figure 16. Therefore, to avoid unnecessary 
repetition, like reference numerals will be used to denote like features and no part of the 
description will be repeated. 

In the receiver of figure 1 6, the photon was analysed to determine its polarisation, then 
its phase. In the receiver of figure 17, the phase of the photon is first analysed and then 
its polarisation. . ... 

On entering the receiver, the photon is passed through polarisation rotator 259 which is 
the same as that described with reference to figure 1 6 and set the measuring basis for the 
polarisation. The photon is then passed into interferometer 271 which is identical to 
interferometer 20 of figure 4. To avoid unnecessaiy repetition, like reference numerals 
will be used to denote like features. If the phase of the photon destructively interferes 
then it exits the interferometer 271 through path 273. If it constructively interferes, then 
it exits the interferometer 271 through path 275. 

A photon which exits the interferometer 271 through path 273 enters polarising beam 
splitter 277 which direct the photon down path 279a to detector 281a if the photon has a 
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first polarisation state and direct the photon down path 279b towards detector 281b if 
the photon has a second polarisation state which is orthogonal to the first polarisation 
state. 

Similarly, a photon which exits the interferometer 271 by path 275 enters polarising 
beam splitter 283 which direct the photon down path 285a to detector 287a if the photon 
has a first polarisation state and direct the photon down path 285b towards detector 
289b if the photon has a second polarisation state which is orthogonal to the first 
polarisation state. 

Thus, both the phase and the polarisation of the photon can be determined using the 
above receiver which has four detectors, 281 a, 28 1 b, 287a, 287b. 

Figure 1 8 shows a further variation on the apparatus of Figures 1 6 and 1 7 used to 
perform the method described in relation to Figure 15. The apparatus of Figure 18 is 
largely based on the entangled photon apparatus of Figure 7. 

The polarisation entangled source comprises a source 85 which is a single photon source 
emits single equally spaced apart photons or a laser diode which is attenuated to the 
level that one pulse in ten contains a photon. A photon from laser 85 passes into 
interferometer 89 and then into non-linear material 97 to generate an entangled phase 
and polarisation photon pair. Entangled photon pairs are always polarisation entangled. 
However, they are not phase entangled unless the type of apparatus shown in figure 1 8 
is used. The entangled photon source is described in more detail with reference to 
figure 7. Like reference numerals have been used to denote like features. One photon 
291 is divided down cable 293 to Alice and the other photon 295 down cable 297 to 
Bob. Alice and Bob's receivers are identical to the receiver described with reference to 
figure 18. 

However, it should be noted that in this example which uses entangled photons, a 
measurement of one of the photons affects the other. Rotating the polarisation of the 
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photon carried down either of fibres 293 or 297 affects the polarisation state of the 
photon in the other fibre. Therefore, Alice can determine the polarisation of the photon 
which Bob receives and similarly Bob can determine the polarisation of the photon 
which Alice receives. 

Similarly, any phase shift put on the photon by Alice using phase modulators 21 and 2 V 
(these modulators should be driven together) will affect the phase of a photon in Bob f s 
receiver and vice versa. 

If there is 180° phase shift between the phase modulation of Alice's receiver and Bob's 
receiver, then the photons will destructively interfere. However, if there is a 0° phase 
shift between Alice's phase modulators 21, 2 V and Bob's modulators 21, 2 V the 
photons will constructively interfere. 

Figure 1 9 shows a yet further variation on the apparatus of Figure 1 8. To avoid 
unnecessary repetition, like reference numerals will be used to denote features which 
perform the same function as those described in relation to Figure 18. Alice's and Bob's 
receivers are identical to the receiver explained with reference to figure 17. The source 
is identical to that described with reference to figure 18. 

Any of the apparatus described with reference to Figures 16 to 19 could also comprise a 
diffraction grating and a single photon detector array which would replace each single 
photon detector. Thus, each apparatus could also be used to measure the colour of the 
photons as described with reference to the apparatus shown in Figure 1 0. 

A method in accordance with a further embodiment of the present invention addresses 
the problem of eavesdropping where the eavesdropper uses an intermediate basis. The 
BB84 protocol which has been described with reference to Figure 2 will be used here as 
an example. 



51 



As for example 2, there are two basis \y and <j> each having two orthogonal states a, p. a 
equals 0, fi equals 1 and 1 bit is transmitted per photon. The two states in each basis are 
orthogonal but the states from one basis are not orthogonal to the states in the other 
basis. 

In the previous cases, Eve has randomly chosen between measuring in basis \|/ or basis 
<|>. However, here, Eve chofcses to listen in a basis G, the states in basis 6 are not 
orthogonal to the states in basis \j/ or basis <|>. 

G is derived such that 
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In this example, the vj; and «|> states are 45° apart and the 6 basis is chosen at an angle of 
22.5° from both states. This is shown in Figure 20. 

By listening in this intermediate basis, Eve introduces errors at the same rate as for 
conventional eavesdropping (25%). However, she gains more information about the 
key. The measure of the information gained is called "Shannon information". For 
normal eavesdropping, the Shannon information is 0.5. However, for intermediate 
eavesdropping, it rises to approximately 0.6. With conventional eavesdropping, Eve has 
a key which is 75% of the bits statistically correct, with intermediate eavesdropper, she 
has a key with roughly 85% of the bits statistically correct. 

The method of this embodiment attempts to guard against Eve using an intermediate 
basis. This embodiment uses more than 2 bases to send the information. 

In the specific example shown in Figure 21 , Alice and Bob agree on three different 
bases to send the information, \|/, 6 and <{>. Each basis has two orthogonal states a and B. 
Each basis is rotated by 30° from its adjacent basis. Using normal eavesdropping, i.e. 
using one of the three bases, Eve only has a probability of obtaining the correct data of a 
third. She will also introduce an error at a rate of 25%. As statistically she knows two 
thirds of the key (c.f. 3 / 4 with two bases), this method reduces the information Eve gains 
whilst maintaining the same security. 

If Eve wishes to gain more information, she can listen in either of the two intermediate 
basis a and b (as shown in Figure 22a). Here, she uses either basis a which is directly 
interposed between basis \j/ and 9 or basis b which is directly interposed between 9 and 
♦■ 

Using this method, Eve introduces errors at a higher rate (3 1 .25%) and she knows only 
72% of the key statistically. Her Shannon information is 0.677. Therefore, this key 
distribution method is more secure as it increases the enror rate which Eve introduces 
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whilst reducing the information gain. For example, if Eve only listened to 80% of the 
key, she will still introduce errors into 25% of the key and reduce her Shannon 
information to only 0.54 and her statistical knowledge to 57.6% of the key. Eve could 
also use the method shown in Figure 1 6b where she chooses just one intermediate basis 
a which is equidistant between basis 8 and <(>. Using this basis, she maintains the rate of 
error introduction at 25%. However, her Shannon information is reduced to 0.57 and 
she only knows 79% of the key statistically. 

The above two described methods both increase security from the straight BB 84 method . 
described with reference to Figure 2 as either Eve's knowledge of the key is reduced or 
her rate of error introduction is increased, thus making her easier to detect. 

The example could be extended to using four or more intermediate basis. Also, this 
method could be used in conjunction with using an additional classical parameter as 
described with reference to Figures 8 to 14 or with using two quantum parameters as 
described with reference to Figures 15 to 19. Combining all three embodiments is also 
possible. 

The apparatus required to achieve the above method is identical to that described with 
reference to Figures 4 to 7, 1 0 to 14 and 1 6 to 1 9. The apparatus would need to be 
capable of switching between at least three measuring basis. Where a polarisation 
rotator is provided, this can be configured to rotate the polarisation through two angles 
in addition to providing no change in the polarisation angle, thus, the measurement basis 
could be randomly selected as before. 

A method has been described with reference to using the polarisation. However, it 
could also be used for phase as, in the known method of using phase, two bases are 
effectively used, one where the phase can equal 0° or 180° and the other where the 
phase can be by 90° or 270°. In this specific example, Eve could listen at an 
intermediate basis having a phase shift of 45°. To combat this, Alice and Bob could 
decide to use three basis, the first having a phase shift of 0° or 1 80°, the second having a 
phase shift of 60° or 240° and the third having a phase shift of 120° and 300°. 
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A further embodiment of the present invention also provides a communication method 
which increases the rate at which Eve introduces errors into the key. 

Alice transmits to Bob a stream of photons which is encoded with the information in 
accordance with any of the previous examples, both those of the prior art and those 
described with reference to Figures 4 to 19. For simplicity, it would be presumed that 
Bob and Alice are using the BB84 protocol described with reference to Figure 2. 
However, B92, entangled photon methods or any of the techniques described to counter 
intermediate eavesdropping and to add extra bits (either quantum or classical) to the key 
could be used. 

In the traditional manner for BB84, Alice tells Bob which basis she used for each 
photon and Bob tells Alice which results to keep for the key. 

A typical set of results is shown in Figure 23. Figure 23 shows a key before the 
measurement or results are compared. In the example shown in Figure 23, Alice and 
Bob decide to group the photons into sets of m photons where here, m = 2. In the 
specific example of Figure 23, 24 photons are sent, photons which are measured in the 
incorrect basis have been crossed through in the figure. Alice and Bob group the 
photons into twos and discard any pairs of photons where both photons in the group 
were not measured in the correct basis. On average, this means that only one in four of 
the photon pairs are retained. 

By grouping the photons into these "macro bits" of length m, any eavesdropping by Eve 
shows up more easily. To elucidate this point further, consider the extreme case where 
the whole key length is used as a macro bit. The probability of Eve having 
eavesdropped without causing an error in each of the photons or bits is 0.75. Therefore, 
the probability of her not causing an error in the whole key of m bits is 0. 75 m . 
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Therefore, in the specific example of Figure 23, the probability of Eve having not 
caused an error in a chosen macro bit is 0.75 2 . As more of the key is thrown away, the 
rate of key transmission is a V 2 m of that standard BB84. 

When the photons are combined in bi-bits and the probability of a bi-bit being incorrect 
due to eavesdropping is =[l-(0.75) 2 ] « 43.75% (assuming that Eve listens to all photons 
transmitted). In the general case where the m photon macro bit, the error is l-0.75 m . 
The value of m may be agreed beforehand or after. It is probably advantageous to agree 
the value of m after the transmission so that Eve cannot develop some clever 
eavesdropping strategy when she discovers the value of m prior to transmission. 



CLAIMS: 
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1 . A method of encoding information on a single photon, the method comprising 
the step of setting at least two parameters of the photon such that information is encoded 
onto the photon using the at least two parameters. 

2. A method according to claim 1 , wherein the at least two parameters are chosen 
from polarisation, phase or time/energy of the photon defined as quantum parameters or 
polarisation, phase or colour defined as classical parameters. 

3. A method according to either of claims 1 or 2, wherein one parameter defined as 
a quantum parameter of the photon and the other parameter is defined as a classical 
parameter. 

4. A method according any preceding claim, wherein the wavelength which is 
defined as a classical parameter is used to encode information on the photon and the 
photon can occupy one of n different values of wavelength, wherein n is an integer of at 
least 2. 

5. A method according to any preceding claim, wherein a parameter is defined as a 
quantum parameter and the photon occupies one of the four states vj/ a , \j/ B , <|> a and with 
respect to that parameter, the four states forming two bases \|> and <J> such that: 

wherein each of the indices i j can be a or p. 



A method according to claim 5, wherein 



2 = I 

2 



7. A method according to any preceding claim, wherein a parameter is defined as a 
quantum parameter and the photon occupies one of two distinct non-orthogonal states 
|iio> and |ui> with respect to that parameter, wherein there exists operators P 0 = 1- 
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|ui><U|| and 

Pi = l-|Uo><Uo| such that P 0 annihilates |uj> and yields a positive result with probability 
l-|<Uo|uj>| 2 >0 when applied to |Uo> and P] annihilates |uo> and yields a positive result 
with a probability of l-^Uilu^l^O when applied to Uj. 

8. A method according to any of claims 4 to 7, wherein at least one other parameter 
is defined as a quantum parameter and the photon also occupies one of the four states 
©<x> 00> %a and Xb with respect to that parameter, the four states forming two basis 0 and 
X such that 

(°,|9y) = (x,|x,H,.> 
wherein each of the indices i j can be a or p. 

9. A method according to any of claims 4 to 8, wherein at least one other parameter 
is configured as a quantum parameter and the photon also occupies one of two distinct 
non-orthogonal states |wo> and |wj> with respect to that parameter, wherein there exists 
operators Ro = l-|w 1 ><wi| and Ri = l-|woXw 0 | such that R<, annihilates |w } > and yields 
a positive result with probability l-|<w o |wi>| 2 >0 when applied to |wo> and Ri 
annihilates |Wo> and yields a positive result with a probability of l-|<w,|w o >| 2 >0 when 
applied to wj. 

1 0. A method according to any preceding claim, wherein at least two parameters 
configured as quantum parameters and at least one parameter configured as a classical 
parameter are used to encode information on the photon. 

11. A method according to any preceding claim, wherein the photon is generated as 
one of an entangled photon pair and the parameters of the photon configured as quantum 
parameters are set by measuring the quantum parameters of the other photon of the 
entangled photon pair. 
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1 2. A decoding method for decoding information from a single photon, the method 
comprising the step of measuring at least two parameters of the photon. 

13. A communication method for communicating information between a first site 
and a second site using a stream of single photons, the method comprising: 

a) encoding information at the first site on each photon of the stream of 
photons using at least two parameters in accordance with any of claims 1 to 1 1, wherein 
at least one of the parameters is configured as a quantum parameter chosen such that the 
photon occupies one basis state with respect to that parameter, wherein the basis state is 
chosen from n bases which are non-orthogonal to one another and where n is an integer 
of at least two; 

b) measuring the at least two parameters of the photons received at the 
second site wherein the quantum parameter is measured using a randomly chosen 
measurement basis from n non-orthogonal measurement bases, wherein each basis 
corresponds to a basis of step (a); and 

c) communicating between the first and second sites to establish which 
photons were measured using the correct basis. 

14. A communication method according to claim 13, wherein step a) comprises the 
step of using a method in accordance with any of claims 4 to 6; 

the method fiirther comprising discarding the results from photons which were 
measured using an incorrect basis. 

15. A communication method according to either of claims 1 3 or 1 4, wherein the 
basis state is chosen from n bases and two orthogonal basis states in each basis. 

1 6. A communication method according to either of claims 1 3 or 1 4, wherein the 
basis state is chosen from n bases and only one basis state can be chosen in each basis. 

1 7. A communication method according to any of claims 1 3 to 1 6, wherein step (a) 
comprises the step of setting the wavelength of the photon to encode information on the 
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photons and step b) comprises the step of directing the photons onto a dispersive 
element in order to determine their wavelength. 

18. A method of encoding information on a photon, the method comprising the step 
of setting a parameter of the photon defined as a quantum parameter such that the 
photon can occupy a basis state chosen from at least three non-orthogonal bases with 
respect to that parameter. 

19. A method according to claim 1 8, wherein the at least three non-orthogonal bases 
comprise pairs of states \|/ a , \[/b such that: 

wherein each the indices i j can be a or p. 

20. A method according to either of claims 1 8 or 1 9, wherein the polarisation state 
of the photon is chosen from m bases, each basis having two orthogonal states, wherein 
each basis is offset by 90°/m from its nearest basis. 

21 . A method according to any of claims 1 8 to 20, the phase of the photon is chosen 
from m basis states, wherein each basis is offset by 1 80°/m from its neighbouring basis. 

22. A method according to any of claims 1 8 to 21 , wherein the colour of the photon 
is also set in order to encode information. 

23. A decoding method for decoding information from a single photon, the method 
comprising the step of measuring at least one parameter of the photon defined as a 
quantum parameter by selecting one measurement basis from a choice of at least three 
bases which are non-orthogonal to one another. 

24. A communication method for communicating information between a first site 
and a second site using a stream of single photons, the method comprising the steps of: 
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a) encoding information at the first site on the photons by selectively setting 
a parameter of each photon defined as a quantum parameter such that each photon 
occupies one basis state with respect to that parameter, wherein the basis state is chosen 
from n non-orthogonal bases and n is an integer of at least three; 

b) measuring the photons received at the second site wherein the quantum 
parameter is measured using a randomly chosen measurement basis from n non- 
orthogonal measurement bases, wherein each basis corresponds to a basis of step (a); 
and; 

c) communicating between the first and second sites to establish for which 
photons the correct type of measurement was used. 

25. A communication method according to claim 24, wherein the basis state is 
chosen from n bases and two orthogonal basis states in each basis. 

26. A communication method according to claim 24, wherein the basis state is 
chosen from n bases and only one basis state can be chosen in each basis. 

27. A communication method for communicating information between a first site 
and a second site using a stream of single photons, the method comprising the steps of: 

a) encoding information at the first site on the photons by selectively setting 
a parameter of each photon defined as a quantum parameter such that each photon 
occupies one basis state with respect to that parameter, wherein the basis state is chosen 
from n non-orthogonal bases and n is an integer of at least two; 

b) measuring the photons received at the second site wherein the quantum 
parameter is measured using a randomly chosen measurement basis from n non- 
orthogonal measurement bases, wherein each basis corresponds to a basis of step (a); 

c) grouping the measured photons into groups of m photons; 

d) communicating between the first and second sites to establish for which 
groups of photons the correct type of measurement was used for all photons in the 
group; 
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e) discarding the results from groups of photons which were not all 
correctly measured in step (b); and 

f) comparing both the type of measurement and the results of the 
measurement for all photons in at least one of the groups of photons. 

28. A communication method according to claim 27, wherein the basis state is 
chosen from n bases and two orthogonal basis states in each basis. 

29. A communication method according to claim 27, wherein the basis state is 
chosen from n bases and only one basis state can be chosen in each basis. 

30. A communication method according to any of claims 27 to 29, wherein the value 
of M varies along the stream of photons. 

31. A communication method according to any of claims 27 to 30, wherein the value 
of M is decided after step (b). 

32. A communication method according to any of claims 27 to 3 1 , wherein n is an 
integer of three or more. 

33. A communication method according to any of claims 27 to 32, wherein 
information is encoded on the photon using at least two parameters in step (a). 

34. An encoding apparatus for encoding information on a photon, the apparatus 
comprising encoding means for variably setting at least two parameters such that 
information can be encoded onto the photon using the at least two parameters. 

35. An apparatus according to claim 34, wherein the encoding means comprises a 
polarisation rotator configured to rotate the plane of polarisation of a photon to one of a 
set of predetermined orientations. 
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36. An apparatus according to claim 35, further comprising a random number 
generator coupled to the polarisation rotator, such that the polarisation of the photon is 
random. 

37. An apparatus according to any of claims 34 to 36, wherein the encoding means 
comprises a phase modulator, configured to shift the phase of the photon by a phase 
shift chosen from a set of predetermined phase shifts. 

38. An apparatus according to claim 37, wherein a random number generator is 
coupled to the phase modulator, such that the phase shift applied to the photon is 
random. 

39. An apparatus according to any of claims 35 to 39, wherein the encoding means 
comprises a photon generator capable of emitting a photon having one of at least two 
predetermined wavelengths. 

40. A decoding apparatus for decoding information encoded on a single photon, the 
apparatus comprising measuring means for measuring at least two parameters of a 
photon. 

41 . A decoding apparatus according to claim 40, wherein the measuring means 
comprises means to measure the polarisation of the photon. 

42. A decoding apparatus according to either of claims 4 1 or 42, wherein the 
measuring means comprises an interferometer. 

43. A decoding apparatus according to any of claims 40 to 42, wherein the 
measuring means comprises a dispersive element. 



44. 



A communication apparatus comprising: 

an encoding apparatus according to any of claims 34 to 39, located at a first site; 



63 

a decoding apparatus according to any of claims 40 to 43 , located at a second 

site; 

a link configured to carry single photons to and from the first and second sites; 
a classical unjammable link between the first and second sites configured to 
cany information between the two sites. 

45. A communication apparatus according to claim 48, wherein photons are encoded 
and sent from the first site to the second site. 

46. A communication apparatus according to claim 44, wherein the photons are 
generated as entangled photon pairs such that measuring one photon of a pair serves to 
encode the other photon of the pair, the apparatus being configured such that the first 
site receives one of the pair and the second site receives the other of the pair. 

47. An encoding apparatus for encoding information on a photon comprising: 
encoding means configured to set a quantum parameter chosen from the 

polarisation, phase or energy/time of the photon, such that the photon occupies one basis 
state chosen from at least three non-orthogonal bases with respect to the chosen 
parameter. 

48. An apparatus according to claim 47, wherein the encoding means comprises a 
polarisation rotator configured to rotate the plane of polarisation of a photon to one of a 
set of at least three mutually non-orthogonal predetermined orientations. 

49. An apparatus according to claim 48, further comprising a random number 
generator coupled to the polarisation rotator, such that the polarisation of the photon is 
at least partially random. 

50. An apparatus according to any of claims 47 to 49, wherein the encoding means 
comprises a phase modulator, configured to shift the phase of the photon by a phase 
shift chosen from a set of predetermined phase shifts. 
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51 . An apparatus according to claim 50, wherein a random number generator is 
coupled to the phase modulator, such that the phase shift applied to the photon is at least 
partially random. 

52. An apparatus according to any of claims 47 to 5 1 , wherein the encoding means 
comprises a photon generator capable of emitting a photon having one of at least two 
predetermined wavelengths. 

53. A decoding apparatus for decoding information encoded on a single photon, 
wherein information is encoded onto the single photon by setting one parameter defined 
as a quantum parameter chosen from the phase, polarisation or energy/time of the 
photon, such that the photon occupies a basis state chosen from one of n non-orthogonal 
bases with respect to this parameter where n is an integer of at least three, the apparatus 
comprising decoding means configured to measure the photons using a randomly chosen 
measuring basis from n bases which correspond to the bases used to encode the photon. 

54. A decoding apparatus according to claim 53, wherein the measuring means 
comprises means to measure the polarisation of the photon. 

55. A decoding apparatus according to either of claims 53 or 54, wherein the 
measuring means comprises an interferometer. 

56. A decoding apparatus according to any of claims 53 to 55, wherein the 
measuring means comprises a dispersive element. 

57. A communication apparatus comprising: 

an encoding apparatus according to any of claims 47 to 52, located at a first site; 
a decoding apparatus according to any of claims 53 to 56, located at a second 

site; 

means configured to carry single photons; and 
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a classical link between the first and second sites configured to carry information 
between the two sites. 

58. A communication apparatus according to claim 57, wherein photons are 
encoded and sent from the first site to the second site. 

59. A communication apparatus according to claim 57, wherein the photons are 
generated as entangled photon pairs such that measuring one photon of a pair serves to 
encode the other photon of the pair, the apparatus being configured such that the first 
site receives one of the pair and the second site receives the other of the pair. 

60. A method of encoding information on a single photon as substantially 
hereinbefore described with reference to any of figures 8 to 1 9 or 21 to 23. 

61 . A method of decoding information from a single photon as substantially 
hereinbefore described with reference to any of figures 8 to 19 or 21 to 23. 

62. A communication method as substantially hereinbefore described with reference 
to any of figures 8 to 19 or 21 to 23. 

63. An encoding apparatus as substantially hereinbefore described with reference to 
any of figures 8 to 19 or 21 to 23. 

64. A decoding apparatus as substantially hereinbefore described with reference to 
any of figures 8 to 19 or 21 to 23. 

65. A communication apparatus as substantially, hereinbefore described with 
reference to any of figures 8 to 19 or 21 to 23. 
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